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In this Presentation

Introduction of KEM/DEM hybrid encryption  (Herranz, Hofheinz, and Kiltz [3])
Introduction to CCSA (Baelde, Koutsos, and Lallemand [1])
CCSA definitions for KEM/DEM security

Proving KEM/DEM security in CCSA
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Symmetric vs Asymmetric Encryption

Symmetric Encryption Asymmetric Encryption
® same key for encryption and e different keys for encryption and
decryption decryption
+ typically very computationally efficient + one key pair per participant
— requires establishing a shared secret + public key can be published
key — typically computationally

— one key per pair of participants expensive
Hybrid Encryption PKE
® Generate a single-use key and encrypt it asymmetrically KEM
® Encrypt data symmetrically with said key DEM
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KEM/DEM Construction [3]

pk(k) m

(1, c2)
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KEM/DEM Construction [3]

pk(k) m k (c1,c2)

2

(c1,¢2) m
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PKE Security

What makes an encryption scheme secure?
® No attacker can guess what the encrypted message is? Indistinguishability-

® No attacker can modify the ciphertext in any meaningful way?  Nonmalleability-

® if the attacker can encrypt its own messages? -CPA
® if the attacker could obtain decryptions for other ciphertexts before? -CCAI

® even other ciphertexts derived from the one in question? -CCA2

September 5, 2024 ens-paris-saclay.fr
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PKE Indistinguishability Game [3]

pke—ind—atk—b
ExXPpE A (n)
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PKE Indistinguishability Game [3]

A
Expgilfgzld—atk—b(n) (pk, k) < PKE.Kg(1")
) k
(pk, k) < PKE.Kg(17) d A

(St, mo, ma) s AP (p)
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Expgilfgzld—atk—b(n) (pk, k) < PKE.Kg(1")

k
(pk, k) +s PKE.Kg(1") P A
(St, mo, my) <3 A?Ecl(')(pk) mo, My
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PKE Indistinguishability Game [3]

pke—ind—atk—b
ExXPpE A (n)

(pk, k) s PKE.Kg(1") atk | DEC; DEC;
: CPA / /
DEC1 (-)
(5L, mo, ma) 8 A, (ph) CCA1 | PKE.Dec(k, -)
C* +s PKE.Enc(pk, my)

z — PKE.Dec(k, z)
A2 | PKE.D . ’
Vs A0 (07, S cc ec(k,") if o C*
return b’
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Hybrid Encryption Security

Herranz, Hofheinz, and Kiltz [3]
Composition results:
® Implications between notions of security
® Security of hybrid PKE based on security of KEM and DEM
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® Cryptographic proofs are typically done by reduction
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CCSA

® Cryptographic proofs are typically done by reduction
® hard to automate or machine-check

e CCSA: Logic for cryptographic reasoning [1]
® first-order logic with cryptographic predicates
® terms given in simply-typed lambda calculus
names allow random samplings respecting a specified distribution

® successfully used for the analysis of several protocols (e.g.[4])
implemented in the proof assistant SQUIRREL[2]
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CCSA Predicates

Def. Indistinguishability

ty ~ to: no efficient attacker can determine whether it was given a result of #; or t.
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CCSA Predicates

Def. Indistinguishability

ty ~ ta: no efficient attacker can determine whether it was given a result of #; or ty.

TRANSITIVITY
EOFU~T &EOFT~D
EOFU~W

Def.  Overwhelming Truth

[¢]: ¢ almost always evaluates to true.

REWRITE B
E;0+ F4 E;0F[s=1

£,0r i EOF [(Mz:7).t) to = t{z = to}]
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Why Analyze KEM/DEM in CCSA?

® CCSA so far only used for analysis of protocols
® Security of primitives assumed; to be proved externally
= Trust in external proof
= Trust in translation between formalizations

=> Proving primitives in the same logic provides better formal guarantees
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KEM/DEM Construction in CCSA

® key generation: names k; and sk; sample the key space
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KEM/DEM Construction in CCSA

® key generation: names k; and sk; sample the key space
® pk(k;) derives the public key corresponding to k;
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KEM/DEM Construction in CCSA

pk(k) m k (15 ¢2)

c2
(c1, c2)
PKE.Enc(pk(k;), m) PKE.Dec(k;, (¢c1, ¢2))
let (sk, c1) = KEM.Enc(pk(k;)) let sk = KEM.Dec(k;, ¢1)
in (c1, DEM.Enc(sk, m)) in DEM.Dec(sk, c2)
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— PKE-IND-CCA1
e—ina—atk—
Exppye 4 (n)

(pk, k) <s PKE.Kg(17)
(St, mo, m1) <5 AT (pk)
C* +s PKE.Enc(pk, ms)

W s AXC0 (0 s oL S
return b’ ) -Enc(pk( tk)ﬂno)

~ PKE.Enc(pk(ky, ), m1)
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ke—ind—atk—b
pke—ind—a ( ) 5,@;@|—pptm ——

ExXPpye 4

(pk, k) <s PKE.Kg(17)

(St, mg, my) s AT (pk)
C* +s PKE.Enc(pk, ms)

W s AXC0 (0 s oL S —
return b’ ) Enc(pk( tk)ﬂno)

~ PKE.Enc(pk(ky, ), m1)

September 5, 2024

ens-paris-saclay.fr



école—
normale
supérieure

SupSelourm—— PKE Indistinguishability in CCSA

o ind—ath—b PKE-IND-CCA1
Exppye s’ 0 (n) £,0:0 Fpptm mo, M1, @

n guarded k,t -
(pk, k) < PKE.Kg(1") €.0 b [ ot et (8 0, 1)
(St, mo, ma) < AT (pk)
C* +s PKE.Enc(pk, mp)

b s AXC0 (0 st oL KE ek
return b’ ) a Enc(pk(ky, ), mo)

~ a PKE.Enc(pk(ky, ), m1)
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PKE Indistinguishability in CCSA

ke—ind—atk—b
ExPII;KeE,ZL ()

(pk, k) <s PKE.Kg(17)

(St, mo, my) < AT (pk)
C* +s PKE.Enc(pk, ms)

W s AXC0 (0 s
return b’

PKE-IND-CCA1
£,0; 0 l_pptm mo, my, C-i, C

uarded k., -
€,0F [¢}g)k ki, )PK]’% Dec(ki, , )(“’ mo, m1)]

£.0F [Bhy (O

E,0F (A7 c.C) d PKE.Enc(pk(ke,), mo)

~ (A7 c.C) a PKE.Enc(pk(ks,), m1)
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SupSelourm—— PKE Indistinguishability in CCSA

IR PKE-IND-CPA
EXPgK?ZL S ( ) 57 @ @ l_pptm mo, my, C-i, C
(pk, k) < PKE.Kg(1") £,0+F [gbg‘mrded S0 (G, mo, my)]
(St, mg, my) <5 -ADECI( )(pk) guarded k,t;,
C* +s PKE.Enc(pk, my) £,0F [P, (O
W s AXC0 (0 s . -
return I/ E,0F (A7 c.C) d PKE.Enc(pk(ke,), mo)

~ (A7 c.C) a PKE.Enc(pk(ks,), m1)
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SupSelourm—— PKE Indistinguishability in CCSA

ke—ind—atk—b
ExPII;KeE,ZL ()

(pk, k) <s PKE.Kg(17)

(St, mo, ma) s A0 (p)
C* +s PKE.Enc(pk, ms)

' s A§E°2 (C*, St)
return b’

PKE-IND-CCA2
£,0; 0 l_pptm mo, my, C-i, C

uarded k., -
€,0F [¢}g)k ki, )PK]’% Dec(ki, , )(“’ mo, m1)]

guarded Kk,
€0k [d)pk(ktk),if t=c then L else PKE.Dec(ktk,t)(C)]

E,0F (A7 c.C) d PKE.Enc(pk(ke,), mo)

~ (A7 c.C) a PKE.Enc(pk(ks,), m1)
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Guarded Occurrences

¢guarded k.t (—»)
pk(k;, ),PKE.Dec(ky,,-)

® consider all subterms k;, of 4, and the path conditions 1) to reach them
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Guarded Occurrences

¢guarded k.t (—»)
pk(k;, ),PKE.Dec(ky,,-)

® consider all subterms k;, of 4, and the path conditions 1) to reach them
e if it occurs as part of pk(k;, ) or PKE.Dec(ky,, -), ignore it
® otherwise, make sure that ¢y = ty #
A syntactic check is not sufficient:
® ki vsky 11

® indices could be function arguments, results of if - then - else - expressions, etc
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DEM Indistinguishability [3]

PKE Indistinguishability

pke—ind—atk—b
Exppye 4 (n)

(pk, k) <s PKE.Kg(17)

(St, mg, my) <8 AT (pk)
C* <s PKE.Enc(pk, my)

b s AXC0 (0 s

return b’

September 5, 2024

DEM Indistinguishability

dem—ind—atk—b
Exppema” (1)

K s DEM.Kg(1")
(St, myp, ml) ) ./41
C" <5 DEM.Enc(K, my)

R (o)

return b’

ENC; (-),DEC; () (17)

ens-paris-saclay.fr
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DEM Indistinguishability [3]

PKE Indistinguishability

pke—ind—atk—b
Exppye 4 (n)

(pk, k) <s PKE.Kg(17)

(St, mg, my) <8 AT (pk)
C* <s PKE.Enc(pk, my)

b s AXC0 (0 s

return b’

September 5, 2024

DEM Indistinguishability

dem—ind—atk—b
Exppema” (1)

K <5 DEM.Kg(1")

(St, mo, ml) HAliNcl(')’DEcl(')(]_n)

C" <5 DEM.Enc(K, m;)
R (o)

return b’
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DEM Indistinguishability in CCSA

DEM-IND-CCA1
57 @7 @ l_pptm Ca 67 mo, my

guarded sk, guarded sk,t -
£,0F [¢DEM.Enc(sk]ik,-,~)(O)] £,0F [¢DEM.Enc(sk§k,-,~),DEM.Dec(sktk,-)(a’ m)]

E,0F (A 7c.C) d DEM.Enc(sky,mg) ~ (A c.C)dDEM.Enc(sky,,m)
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DEM Indistinguishability in CCSA

DEM-IND-CCA1
57 @7 @ l_pptm Ca 67 mo, my

guarded sk, guarded sk,t -
£,0F WDEM.Enc(sk’ik,.,)(C)] £,0F [¢DEM.Enc(skIzk,-,~),DEM.Dec(sktk,-)(a” m)]

E,0F (A 7c.C) d DEM.Enc(sky,,mg) ~ (A c.C)dDEM.Enc(sky,, m)
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KEM Indistinguishability [3]

PKE Indistinguishability

pke—ind—atk—b
Exppye 4 (n)

(pk, k) <s PKE.Kg(17)

(St, mg, my) <8 AT (pk)
C* <s PKE.Enc(pk, my)

b s A0 (0 s

return b’

September 5, 2024

KEM Indistinguishability

kem—ind—atk—b
EXPKEETKA,_T “ (n)

(pk, k) <5 KEM.Kg(1")
St +s AEC) (pp)

K§ <5 KeySp(n)

(K7, C*) < KEM.Enc(pk)
W s ATV (0 st k)

return b’
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KEM Indistinguishability in CCSA

KEM-IND-CCA1

8,6);(Z)I—pptm C a E,0FH
E,0F [pBaded ki) g0k ¢

pk(kzk)

[Gheat (C, )
uarded k,t, _,
ik?kts,KEI(C/[.Dec(ktk,.) ((1,)]

£,0F

(XA U (sk, c).0)
KEM.Enc(pk(k

a
173

~

)
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(AT (sk,c).C) @
(sk™ (), 72 KEM.Enc(pk(ky,)))
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KEM/DEM Composition Results

Herranz, Hofheinz, and Kiltz [3]

KEM-IND-CPA + DEM-IND-CPA —> PKE-IND-CPA
KEM-IND-CCA1 + DEM-IND-CCA1 = PKE-IND-CCA1
KEM-IND-CCA2 + DEM-IND-CCA2 = PKE-IND-CCA2
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KEM/DEM Composition Results

Herranz, Hofheinz, and Kiltz [3]

KEM-IND-CPA + DEM-IND-CPA —> PKE-IND-CPA
KEM-IND-CCA1 + DEM-IND-CCA1 = PKE-IND-CCA1
KEM-IND-CCA2 + DEM-IND-CCA2 = PKE-IND-CCA2

(A ¥ c.C) @ PKE.Enc(pk(ks,), mp) ~ (X7 c.C)aPKE.Enc(pk(ky, ), m)
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KEM/DEM Composition Results

(A7 cdec.C) @ (A ¥ cdec.C) @
let (sk, c1) = KEM.Enc(pk(ky)) — ~ let (sk, ¢1) = KEM.Enc(pk(ky,))
in (c1, DEM.Enc(sk, mg)) in (¢1, DEM.Enc(sk, m;))
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KEM/DEM Composition Results

(A7 cdec.C) @ (A ¥ cdec.C) @
let (sk, c1) = KEM.Enc(pk(ky)) ~ let (sk, ¢1) = KEM.Enc(pk(ky,))
in (c1, DEM.Enc(sk, mg)) in (¢1, DEM.Enc(sk, m;))

¢ DEM axioms not immediately applicable
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KEM/DEM Composition Results

(A7 cdec.C) @ (A ¥ cdec.C) @
let (_, c1) = KEM.Enc(pk(ky,)) ~ let (_, 1) = KEM.Enc(pk(ky,))
in (c1, DEM.Enc(sk™ (), mp)) in (c1, DEM.Enc(sk™ (), my))

¢ DEM axioms not immediately applicable

e KEM indistinguishability allows substituting a fresh symmetric key
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KEM/DEM Composition Results

(A7 cdec.C) @ (A ¥ cdec.C) @
let (_, c1) = KEM.Enc(pk(ky,)) ~ let (_, 1) = KEM.Enc(pk(ky,))
in (c1, DEM.Enc(sk* (), mp)) in (c1, DEM.Enc(sk* (), my))

¢ DEM axioms not immediately applicable

e KEM indistinguishability allows substituting a fresh symmetric key
® now resolvable with DEM indistinguishability
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KEM/DEM Composition Results

(A7 cdec.C) @ (A ¥ cdec.C) @
let (_, c1) = KEM.Enc(pk(ky,)) ~ let (_, 1) = KEM.Enc(pk(ky,))
in (c1, DEM.Enc(sk* (), mp)) in (c1, DEM.Enc(sk* (), my))

¢ DEM axioms not immediately applicable
e KEM indistinguishability allows substituting a fresh symmetric key
® now resolvable with DEM indistinguishability

= CPA and CCAL1 provable with only minor rewriting
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KEM/DEM Composition: CCA2

For CCA2, we need to take care of guarded decryption:

if (21, 22) = PKE.Enc(pk(ky,), m)
then L else PKE.Dec(ky,, (21, 22))
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KEM/DEM Composition: CCA2

For CCA2, we need to take care of guarded decryption:

if (21, 22) = (let (sk, ¢;) = KEM.Enc(pk(ky,)) in (¢1, DEM.Enc(sk, m)))
then L else let sk = KEM.Dec(ky,, z1) in DEM.Dec(sk, x2)
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KEM/DEM Composition: CCA2

For CCA2, we need to take care of guarded decryption:

let (sk, c1) = KEM.Enc(pk(k,)); c2 = DEM.Enc(sk, m)
in if (z1,22) = (c1, c2)
then L else DEM.Dec(KEM.Dec(k;, , z1), 22)
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KEM/DEM Composition: CCA2

For CCA2, we need to take care of guarded decryption:

let (sk, c1) = KEM.Enc(pk(k,)); c2 = DEM.Enc(sk, m)
in if (Il,xg) = (Cl, 02)
then L else DEM.Dec(KEM.Dec(k;, , z1), 22)
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KEM/DEM Composition: CCA2

For CCA2, we need to take care of guarded decryption:

let (sk, c1) = KEM.Enc(pk(k,)); c2 = DEM.Enc(sk, m)
in if (z1,22) = (c1, c2)
then L else if 1 = c1 then DEM.Dec(sk, 25)

else DEM.Dec(KEM.Dec(ky, , 21), 22)
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KEM/DEM Composition: CCA2

For CCA2, we need to take care of guarded decryption:

let (sk, c1) = KEM.Enc(pk(k,)); c2 = DEM.Enc(sk, m)
in if (z1,22) = (c1, ¢2)
then | else if 1 = c1 then DEM.Dec(sk, z3)
else DEM.Dec(if (21 = ¢1) then L else KEM.Dec(ky,,1 ), 22)
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KEM/DEM Composition: CCA2

For CCA2, we need to take care of guarded decryption:

let (sk, c1) = KEM.Enc(pk(k,)); c2 = DEM.Enc(sk, m)
in if (z1,22) = (c1, ¢2)
then L else if 21 = 1 then if 25 = ¢y then L else DEM.Dec(sk, 22)
else DEM.Dec(if (21 = ¢1) then L else KEM.Dec(ky,,1 ), 22)
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KEM/DEM Composition: CCA2

For CCA2, we need to take care of guarded decryption:

let (sk, c1) = KEM.Enc(pk(k,)); c2 = DEM.Enc(sk, m)
inif (z1,22) = (a1, &2)

then | else if 1 = c1 then if 7y = ¢y then L else DEM.Dec(sk, )
else DEM.Dec(if (21 = ¢1) then L else KEM.Dec(ky,,1 ), 22)

KEM-IND-CCA2 + DEM-IND-CCA2 = PKE-IND-CCA2 is also provable in CCSA
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Conclusion

Main Result
Analyzing primitives in CCSA is clearly possible, and not overly difficult
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Other contributions:
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Main Result
Analyzing primitives in CCSA is clearly possible, and not overly difficult

Other contributions:

® Extensive set of CCSA security definitions
for KEM/DEM hybrid encryption
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Main Result
Analyzing primitives in CCSA is clearly possible, and not overly difficult

Other contributions:

® Extensive set of CCSA security definitions
for KEM/DEM hybrid encryption

® General constructions and results for “side
conditions”
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® Extensive set of CCSA security definitions
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® General constructions and results for “side
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® Abstract representation in CCSA of
oblivious transfer protocols
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Conclusion

Main Result
Analyzing primitives in CCSA is clearly possible, and not overly difficult

Other contributions:

® Extensive set of CCSA security definitions Future work:
for KEM/DEM hybrid encryption

® General constructions and results for “side
conditions”

® Abstract representation in CCSA of
oblivious transfer protocols
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Conclusion

Main Result
Analyzing primitives in CCSA is clearly possible, and not overly difficult

Other contributions:

® Extensive set of CCSA security definitions Future work:

for KEM/DEM hybrid encryption ® Analyze concrete KEM and
® General constructions and results for “side DEM

conditions”

® Proof of a protocol using

® Abstract representation in CCSA of abstract OT

oblivious transfer protocols
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Conclusion

Main Result
Analyzing primitives in CCSA is clearly possible, and not overly difficult

Other contributions:

® Extensive set of CCSA security definitions Future work:

for KEM/DEM hybrid encryption ® Analyze concrete KEM and
® General constructions and results for “side DEM

conditions”

® Proof of a protocol using

® Abstract representation in CCSA of abstract OT

oblivious transfer protocols e Implementation in SQUIRREL
® Analysis of two oblivious transfer protocols
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CCSA: Indistinguishability [1]

Def. CCSA indistinguishability

ty ~ ty if no polynomial-time attacker can distinguish between #; and fs:

[[tl ~ tg]]M;g =VAe PPTM,AdV?M:g(A Tt~ tg) € negl(n)
Advye(A: t ~ ) = [Prpem, , AL, [t]3ie, pa)] — Prpet, LA, [l po)ll

negl(n) denotes that the advantage grows slower than the inverse of any polynomial.

SYMMETRY TRANSITIVITY
E,OFU~T E,OFU~T EOFT~W
E;OFT~ 1 EOFU~W
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CCSA: Overwhelming Truth [1]

Def. Overwhelming Truth

[¢]: Formula ¢ almost always evaluates to true

[[6]Ins:e = Prpemy,, [-[life] € negl(n)

REWRITE B
E;0+ F4 E;0F [s=1

g0+ Fi £0F [(AMz:7).t) to = o to}]
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KEM/DEM Security Results

Herranz, Hofheinz, and Kiltz [3]:
KEM-IND-CCA2 + DEM-IND-CCA2 — PKE-IND-CCA2

AdeC)a ANdeC)ad
PKE.Enc(pk(k ), m, (r1 tr, 12 tr)) PKE.Enc(pk(k t;),0/™, (1 t,, 5 t.))
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KEM/DEM Security Results

Herranz, Hofheinz, and Kiltz [3]:
KEM-IND-CCA2 + DEM-IND-CCA2 — PKE-IND-CCA2

(AT cdec.C) @ (A ¥ cdec.C) @
PKE.Enc(pk(k t), m, (r1 tr, 12 t)) PKE.Enc(pk(k t),0™, (7 t,, 5 t.))
(Azif z = ~ (Azif z =
PKE.Enc(pk(k t), m, (r1 tr, 12 t)) PKE.Enc(pk(k t),0™ (7 t,, 5 t.))
then L else PKE.Dec(k t, x)) then L else PKE.Dec(k t, x))
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KEM/DEM Security Results

Herranz, Hofheinz, and Kiltz [3]:
KEM-IND-CCA2 + DEM-IND-CCA2 — PKE-IND-CCA2

(A T cdec.C) dlet (sk, c1) = (A U cdec.C) @ let (sk,c;) =
KEM.Enc(pk(k t), m t) KEM.Enc(pk(k t), 7’1 tr)

in (¢1, DEM.Enc(sk, m, 2 t,)) in (cl,DEM Enc(sk, 0™, 1y t,))

()\(:El, :Eg).if (.’171, .’172) = let (Sk, Cl) = ()\(Cl, 02) (Cl, CQ) let (8]{7 Cl)
KEM.Enc(pk(k t), m1 tr) ~ KEM.Enc(pk(k t), 1 tr)

in (c1, DEM.Enc(sk, m, ry t,)) in (¢1, DEM.Enc(sk, 0™, 75 t,))

then L then L
else let sk = KEM.Dec(k ty, 21) else let sk = KEM.Dec(k t, z1)
in DEM.Dec(sk, 22)) in DEM.Dec(sk, 22))
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KEM/DEM Security Results

Herranz, Hofheinz, and Kiltz [3]:
KEM-IND-CCA2 + DEM-IND-CCA2 — PKE-IND-CCA2

let (sk,c1) = let (sk, c1) =
KEM.Enc(pk(k t), m t) KEM.Enc(pk(k tx), m t)
in (A Ucdec.C) a in (A ¥ cdec.C) a

(¢1, DEM.Enc(sk, m, rp t,)) N (¢1, DEM.Enc(sk, 0™ 1y t,))

()\({L‘l, {L‘Q).if (1171, 1172) = ()\(1121, :Ez).if (ZBl, ZUQ) =

(c1, DEM.Enc(sk, m, r2 t,)) then L (¢1, DEM.Enc(sk, 0™ 73 t,)) then L
else let sk = KEM.Dec(k tx, 1) else let s = KEM.Dec(k tx, x1)
in DEM.Dec(sk, 22)) in DEM.Dec(sk, 22))
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KEM/DEM Security Results

Herranz, Hofheinz, and Kiltz [3]:
KEM-IND-CCA2 + DEM-IND-CCA2 — PKE-IND-CCA2

let (sk,c1) = let (sk,c1) =
KEM.Enc(pk(k t), m t) KEM.Enc(pk(k t), m1 t)
in (A Ucdec.C) a in (A ¥ cdec.C) a
(¢1, DEM.Enc(sk, m, rp t,)) (¢1, DEM.Enc(sk, 0™, 7 t,))
()\({L‘l, {L‘Q).if (1171, 1172) = ~ ()\(1121, :Ez).if (ZBl, ZUQ) =
(c1, DEM.Enc(sk, m, r2 t,)) then L (¢1, DEM.Enc(sk, 0™ 73 t,)) then L
else let sk’ = if 21 = ¢; then sk else let sk/ = if 21 = ¢; then sk
else KEM.Dec(k g, z1) else KEM.Dec(k t, z1)
in DEM.Dec(sk, 22)) in DEM.Dec(sk, 22))
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KEM/DEM Security Results

Herranz, Hofheinz, and Kiltz [3]:
KEM-IND-CCA2 + DEM-IND-CCA2 — PKE-IND-CCA2

let (sk,c1) = let (sk,c1) =
KEM.Enc(pk(k t), m t) KEM.Enc(pk(k t), m1 t)
in (A Ucdec.C) a in (A ¥ cdec.C) a
(¢1, DEM.Enc(sk, m, rp t,)) (¢1, DEM.Enc(sk, 0™, 7 t,))
()\(1‘1, :L‘g).if (271, 272) = ()\(221, :Ez).if (261, ZUQ) =
(¢1, DEM.Enc(sk, m, r5 t,)) then L " (¢, DEM.Enc(sk, 0™ ry £.)) then L
else let sk’ = if z; = c; then sk else let sk/ = if ;1 = ¢; then sk
else if 1 = ¢ then L else if 1 = ¢ then L
else KEM.Dec(k t, x1) else KEM.Dec(k t, 1)
in DEM.Dec(sk, 22)) in DEM.Dec(sk, 22))
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KEM/DEM Security Results

Herranz, Hofheinz, and Kiltz [3]:
KEM-IND-CCA2 + DEM-IND-CCA2 — PKE-IND-CCA2

let (sk,c1) = let (sk, c1) =
KEM.Enc(pk(k t), m1 t,) KEM.Enc(pk(k t), m t)
in (A ¥ cdec.C) a in (A U cdec.C) a
(¢1, DEM.Enc(sk, m, rp t,)) (¢1, DEM.Enc(sk, 0™ 7 t,))
()\(zl, mg).if (331, 332) = ()\(331, xz).if (xl, xg) =
(¢1, DEM.Enc(sk, m, r5 t,)) then L " (¢y, DEM.Enc(sk, 0™ ry £.)) then L
else let sk’ = if z; = c; then sk else let sk’ = if z; = ¢; then sk
else if 1 = ¢ then L else if z; = ¢ then L
else KEM.Dec(k t, 1) else KEM.Dec(k t, 1)
in DEM.Dec(s, 22)) in DEM.Dec(sk, 22))
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KEM/DEM Security Results

Herranz, Hofheinz, and Kiltz [3]:
KEM-IND-CCA2 + DEM-IND-CCA2 — PKE-IND-CCA2

let (sk,c1) = let (sk, c1) =
(sk* (), moKEM.Enc(pk(k t), m1 t)) (sk* (), moKEM.Enc(pk(k t), m1 t))
in (A ¥ cdec.C) a in (A U cdec.C) a
(¢1, DEM.Enc(sk, m, rp t,)) (¢1, DEM.Enc(sk, 0™ 7 t,))
()\(zl, mg).if (331, 332) = ()\(331, xz).if (xl, xg) =
(¢1, DEM.Enc(sk, m, r5 t,)) then L " (¢y, DEM.Enc(sk, 0™ ry £.)) then L
else let sk’ = if z; = c; then sk else let sk’ = if z; = ¢; then sk
else if 1 = ¢ then L else if z; = ¢ then L
else KEM.Dec(k t, 1) else KEM.Dec(k t, 1)
in DEM.Dec(s, 22)) in DEM.Dec(sk, 22))
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KEM/DEM Security Results

Herranz, Hofheinz, and Kiltz [3]:
KEM-IND-CCA2 + DEM-IND-CCA2 — PKE-IND-CCA2

let ¢; = mKEM.Enc(pk(k t), r1 t) let ¢; = mKEM.Enc(pk(k t), 1 t)

in (A ¥ cdec.C) @ in (A ¥ cdec.C) @
(c1, DEM.Enc(sk* (), m, ra t,)) (c1, DEM.Enc(sk* (),0™ ry )
()\(1’1, :L’g).if (:131, :132) = ()\(:131, :132).if (331, :132) =
(c1, DEM.Enc(sk* (), m, ra t,)) ~  (e1, DEM.Enc(sk* (),0™l, 1 t,))
then L else let sk =if 11 = 1 then L else let sk =if 21 = 1
then sk* () else if 1 = ¢; then L then sk* () else if 21 = ¢; then L
else KEM.Dec(k tx, x1) else KEM.Dec(k t, z1)
in DEM.Dec(sk, 22)) in DEM.Dec(sk, 22))
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KEM/DEM Security Results

Herranz, Hofheinz, and Kiltz [3]:
KEM-IND-CCA2 + DEM-IND-CCA2 — PKE-IND-CCA2

let ¢; = mKEM.Enc(pk(k t), r1 t) let ¢; = mKEM.Enc(pk(k t), 1 t)

in (A Ucdec.C) a in (A ¥ cdec.C) a
(c1, DEM.Enc(sk* (), m, ra t,)) (c1, DEM.Enc(sk* (),01™ ry )
()\(1’1, xg).if (:131, :132) = ()\(:131, :132).if (:131, :132) =
(¢, DEM.Enc(sk* (),m,m2 &)  (c1, DEM.Enc(sk* (),0™ 7y ,))
then L else if 2y = ¢; then if 25 = ¢y then L else if 21 = ¢; then if 25 = ¢
then L else DEM.Dec(sk* (), 22) then L else DEM.Dec(sk* (), 22)

else DEM.Dec(KEM.Dec(k ty, 1), 22))  else DEM.Dec(KEM.Dec(k tx, x1), 22))
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KEM/DEM Security Results

Herranz, Hofheinz, and Kiltz [3]:
KEM-IND-CCA2 + DEM-IND-CCA2 — PKE-IND-CCA2

let ¢; = mKEM.Enc(pk(k t), r1 t) let ¢; = mKEM.Enc(pk(k t), r1 t,)

in (A ¥ cdec.C) a in (A ¥ cdec.C) a
(c1, DEM.Enc(sk* (), m, ra t,)) (¢1, DEM.Enc(sk* (),01™ 1y )
A2y, 22).if (21, 22) = (Mzy, 22).0f (21, 22) =
(¢, DEM.Enc(sk* (),m,m2 &) (¢, DEM.Enc(sk* (),0™ 7y ,))
then L else if 21 = ¢ then if 29 = ¢ then L else if 1 = ¢ then if 29 = ¢
then L else DEM.Dec(sk* (), z2) then L else DEM.Dec(sk* (), z2)

else DEM.Dec(KEM.Dec(k ty, 1), 22))  else DEM.Dec(KEM.Dec(k tx, x1), 22))
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